






















































































































































Don't turn anything off unless your technical expert tells you to. A 
lot of important evidence lives in a computer's active memory and 
disappears the second you pull the plug. 

Keep a simple log of every action you take, with the time and the 
name of the person who took it. This will be incredibly important 
for the investigation and for any insurance or legal claims later. 

• Speed is everything. Data clearly shows this. A 2025 Palo Alto 
Networks report found that in nearly one in five cases, attackers 
were stealing data within the first hour of getting into a network. 
Your ability to quickly contain the problem prevents a small 
incident from becoming a major data breach. 

B. Keep the Business Running 

While your technical team is fighting the fire, you need to keep the 
business running. 

Imagine a manufacturing company hit with ransomware on a Friday 
morning. All their design files and work orders are encrypted. The 
business is stuck. But because they had a simple, practiced plan, the 
team knew what to do. 

The floor manager immediately told the operations team to switch 
to their backup system: paper work orders. They kept production 
lines moving, just at a slower pace. It was still a huge problem, but 
not a complete disaster. They could still serve their most important 
customers because they had a simple, manual workaround ready. 

This is what a business continuity plan looks like in the real world. 

What's your version of paper work orders? How do you keep taking 
orders if your main system is down? How do you send invoices? 
Having these answers ready keeps money coming in during a crisis. 

C. Control Communications 

Silence is dangerous when under a cyberattack. It creates rumors, 
fear, and panic. If you don't provide information, employees and 
customers will make assumptions, usually the worst ones. 

You must be the single, trusted source of information. 
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You don't need all the answers, especially in the early hours. But you 
need to communicate what you do know, and do it regularly. 

Tell your staff and key customers three simple things: 

• What you know so far (e.g., "We have a system outage affecting 
our ability to process orders.") 

• What you're doing about it right now (e.g., "Our technical team is 
finding the problem, and our operations team is switching to our 
manual ordering process.") 

• When you will update them again (e.g., "We will update you in 
one hour, or sooner ifwe have major news.") 

This shows you are in control, even if the problem isn't solved yet. 
To do this effectively, choose one communication channel that isn't 
dependent on your company's systems. 

This could be a private text message group for your leadership team, 
or a personal email list for all employees. Your company's email or 
chat system might be down, so you need a reliable way to reach 
everyone. 

Step 3: What to Do After It's Over (Review) 

Once the fire is out, systems are restored, and business is back to 
normal, it's tempting to just sigh with relief and move on. But this is 
one of the most important parts of the whole process. 

You must take time to learn from what happened. 

Don't rush to find someone to blame, though. You need a "no­
blame" review to make the business safer, not to punish mistakes. 
Just gather your small incident response team for a short meeting 
and ask two simple questions: 

• What was the root cause of the problem? 

Dig past the surface-level answer. Did an employee click a phishing 
link? Did an attacker get in through an unpatched server? Did 
someone use a weak, stolen password on a remote login without 
multi-factor authentication (MFA)? 

You need to find the actual unlocked door so you can lock it 
properly. 
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• What one or two things can we change to stop this from 
happening again? 

You focus on the one or two changes that would have made the 
biggest difference. If the problem was a phishing email, maybe the 
change is a better email security tool. If it was an unpatched server, 
maybe the change is a more consistent patching schedule. 

The UK's 2025 Cyber Security Breaches Survey found that after an 
incident, the most common change businesses made was to provide 
additional staff training or communications. Whatever it is, identify 
it, assign it to someone with a deadline, and follow up to make sure it 
gets done. 

You Must Practice This Plan 

A plan that just sits in a binder is useless. The only way to know if 
your plan works is to test it. 

The best way to practice is with a simple, one-hour "tabletop 
exercise." This is a meeting where you and your small incident 
response team talk through a fake crisis. It's a fire drill for a 
cyberattack. 

Schedule a one-hour meeting. Get your leader, technical contact, 
and business contact in a room. Then, present them with a simple, 
realistic scenario. 

'1t's 9 AM on a Tuesday. An employee calls and says there's a strange 
message on their screen demanding Bitcoin payment, and none of their files 
will open. It looks like we have a ransomware attack. What do we do right 
now?" 

Then, talk it through, step by step. Who calls whom first? What's the 
first thing the technical person does? How do we tell the rest of the 
staff what's going on? What's our plan for keeping the business 
running if the main server is offline? 

Talking it through calmly helps you find holes in your plan. You 
might discover that the contact number for your IT provider is 
wrong, or that the person making a key decision is on vacation with 
no backup, or that your plan to switch to paper work orders won't 
work because the templates are on the encrypted server. 
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• Testing your plan saves a lot of money. A 2025 IBM report 
found that companies regularly testing their incident response 
plans save an average of $1.49 million per breach compared to 
those that don't. 

• A lack of planning is expensive. The same study found that 
companies with no formal, tested incident response plan paid 
58% more per breach than those that were prepared. 

• Most businesses aren't doing this. Despite the clear financial 
benefit, most companies skip this step. One report found that 
only 30% of organizations regularly test their incident response 
plans. By doing this simple, one-hour exercise a couple of times a 
year, you will be far more prepared than most of your peers. 
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CHAPTER 12: 

COMPLIANCE I 
GOVERNANCE FOR SMBS 
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CHAPTER 12: 
COMPLIANCE & GOVERNANCE 

FOR SMBS 
Now we're getting in the weeds. Compliance is a boring topic I'm 
sure you don't want to hear about. 

It's overwhelming and often filled with unfamiliar jargon. Which is 
exactly why this chapter simplifies compliance and governance, 
turning them into manageable steps. 

First, let's clarify what these terms mean. While often used 
interchangeably, they have distinct roles: 

• Security is the actual work you do to protect your business. This 
includes installing modern endpoint protection on laptops, testing 
backups, and teaching your team to spot phishing emails. It's like the 
locks on your doors and the cameras in your warehouse. 

• Compliance is the work you do to prove you're following specific 
rules. These rules might come from laws (like privacy regulations), 
industries (like credit card payment rules), or large customers who 
want to confirm you're a safe business partner. 

It's the cybersecurity equivalent of showing the fire inspector your 
sprinkler system's maintenance records. 

• Governance refers to who is responsible for security, how decisions 
are made, and how work is checked. It ensures someone 1s 
accountable for security and that you regularly review progress. 

You need all three. 

Good security without proof makes it hard to land big customers. 
And compliance paperwork without actual security is a house of 
cards. 

The following pages will help you build a simple, practical system 
that delivers all three without excessive paperwork. 
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A Simple, Practical Plan 

You don't need a team of compliance experts to achieve this. You 
just need a practical plan built on a few common-sense habits. 

A. Use Your Framework as a Guide 

You don't (and shouldn't) have to start from scratch. 

Remember Chapter 4, where we discussed security frameworks? 
That framework is your guide. 

It lists the essential steps to protect your business and the things 
you'll eventually need to prove you're doing. 

Whether you use the CIS Controls or the NIST Cybersecurity 
Framework, the idea is the same: pick one guide and follow it. 

You only need one good framework to structure your program and 
keep you focused. 

B. Name an Owner 

While "governance" sounds formal, for a small business, it means 
naming one person on your team responsible for security. This 
doesn't have to be a full-time role; in most small businesses, it's a 
part-time responsibility. 

However, someone must own it. Someone needs to be in charge of 
making sure backups are tested and security updates are installed. If 
"everyone" is responsible, then no one is. Just by naming an owner, 
you're already ahead of many businesses where board-level 
responsibility for cybersecurity has declined, as noted by the UK's 
2025 Cyber Security Breaches Survey. 

C. Set a Regylar Rhythm 

Once you have an owner, set a regular schedule to check in on the 
security work. A short, 30-minute monthly check-in with the 
security owner and perhaps your finance or operations lead is 
enough. 



In this meeting, ask these three simple questions: 

1. 'What changed in the business this month?" Did you hire new 
people? Start new software? Sign a new customer? Any business 
change can create a new security risk, so discuss it. 

2. "Did we have any security issues or near-misses?" Did anyone 
report a convincing phishing email? Did a security tool send an alert? 
Discussing near-misses helps you find and fix small problems before 
they become big ones. 

3. "What are we checking this month?" You can't check everything 
every month. Pick a few items. For example, this month, review the 
report showing all laptops are encrypted. Next month, check the log 
from your last backup restore test. 

The "Show Your Work" Habit (Your Documentation) 

Documentation often makes business owners groan, but it doesn't 
have to be a huge, time-consuming project. 

You need to get into the habit of "showing your work" as you go. 
This is what you'll present when a large customer or your insurance 
company asks for proof of your security. 

You only need 3 items: 

• Policies: These are short pages stating "what we do." For example, a 
one-page policy might say, "All employees must use multi-factor 
authentication on their email accounts, and all company laptops 
must be encrypted." It's a clear statement of your rules. 

• Procedures: These are step-by-step instructions on "how we do it." 
For instance, a one-page guide with screenshots could show a new 
employee how to set up MF A on their phone. 

• Evidence: This is the most important part: proof that you're doing 
what you say you do. It's a collection of screenshots, reports, and 
logs from your security tools. 

It could be a screenshot from your Microsoft 365 dashboard 
showing MF A is enabled for all users, a report from your backup 
system confirming a successful restore test, or notes from your 30-
minute monthly meeting. 
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When you complete a control check, like a restore test or an access 
review, save the proof in a folder named with the year and month, 
like "2025-10 Proofs." 

Then, in your monthly meeting notes, add a one-line note saying, 
"Completed quarterly restore test, report saved in the proofs folder." 

It takes an extra two minutes, but when an auditor asks you a year 
from now to prove you did a restore test, you'll have a clean, dated 
trail of evidence ready. 

Handling Audits & Questionnaires 

An audit is simply someone checking your work. Whether it's your 
cyber insurance company, a potential customer, or a regulator, 
they're asking you to prove you're taking basic, sensible steps to 
protect your business. 

If you've followed the "show your work" habit, this process becomes 
incredibly simple. When an auditor asks, "Do you have a policy for 
multi-factor authentication?" you provide the one-page policy you 
already have. 

When they ask, "Can you prove that all of your employees are using 
it?" you go to your "proofs" folder, grab the screenshot from last 
month's check, and hand it over. This shows you're professional, 
organized, and that your security program is a real, active part of 
your business. 

The same applies to long security questionnaires from big 
customers. Your framework is your answer key. The questions they 
ask will almost always align with the basic controls in your 
framework. You can create a simple document with standard 
answers to common questions, based on your policies. The first time 
you fill one out might take a while, but subsequent times will be 
much faster because you've already done the work and saved the 
answers. 

A Quick Note on Privacy 

If your business collects any personal data-which almost every 
business does, even just employee information-you are responsible 
for protecting it. This issue is growing in importance, and rules are 
becoming stricter. 

83 



You don't need to be a lawyer to grasp the basic principles: 

• Be clear about why you're collecting data. 
• Get permission when necessary. 
• Only keep the data you need for your business. 
• Securely dispose of data when you no longer have a good 

business reason to keep it. 

A simple privacy notice on your website explaining these points is a 
good start. However, this is an area where you should consult a 
lawyer. Specific rules can vary significantly based on where you do 
business and where your customers are located. For example, if you 
have European customers, you must comply with GDPR. If you have 
California customers, you must comply with CCP A. 

The fines for non-compliance can be substantial. The average cost of 
a data breach is already high, but for businesses with high non­
compliance, that cost is, on average, 12.6% higher. A short 
conversation with a knowledgeable lawyer can prevent major 
problems later. 

How to Make This a Manageable, Ongoing Process 

To tie all this together and maintain it month after month, use one 
final tool: a "control register." 

This is a spreadsheet listing all your key security controls. It's your 
master to-do list for your security program, with columns for: 

• What is the control? (e.g., "Backup Restore Test") 
• Who is the owner? (e.g., "Our IT Provider") 
• How often do we check it? (e.g., "Quarterly") 
• Where is the proof? (e.g., "The 'Proofs' folder") 

Use this list in your 30-minute monthly meeting. The security 
owner pulls up the list, sees which checks are due that month, and 
asks the owner for proof. 

Don't wait until a customer or regulator asks for proof to start 
collecting it. That's the biggest mistake you can make. Trying to 
gather a year's worth of evidence afterward is a time-consuming, 
stressful nightmare and looks unprofessional. You might not even 
find the proof you need. It's much better to spend a few minutes 
saving a screenshot each month. 

84 



CHAPTER 13: 

CONCLUSION 
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CHAPTER 13: 
CONCLUSION 

My goal for this book was to give you a clear, workable path to 
protect your business without turning you into a security expert. 

My hope is that you have found it helpful, and that you now have a 
better understanding of what cybersecurity is, and most importantly, 
what it takes to secure your business against threats (hackers). 

As you've seen, most security wins don't come from buying the most 
expensive complicated tools. They come from doing the basics well, 
repeatedly. 

With that in mind, if you walk away from this book with just a few 
key ideas, I want them to be these: 

• Control the Access. 

You must be in control of who has the keys to your business. That 
means you use multi-factor authentication everywhere, no 
exceptions. 

It's the single most effective thing you can do (and you can do it as 
soon as today). It means you have a list of all the devices that are 
used for work, and you make sure they're secure. 

And it means you take away admin rights from your employees for 
their day-to-day work. It's not rocket science, and it's important. 

• Know Where Your Data Is. 

You can't protect your most important information if you don't 
know where it is. You need to define the specific, "allowed homes" 
where your sensitive data can be stored, like a specific folder on the 
server or in your accounting software. 

And you need to stop public file sharing by default. A simple 
misconfiguration in your cloud storage is one of the most common 
ways businesses leak huge amounts of data. And that's something 
you don't want to happen to you. 
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• Have a Plan for When Things Go Wrong. 

I don't mean to be pessimistic, but something will eventually go 
wrong. It's not a matter of if, but when. 

What will make the difference between a manageable problem and a 
disaster is having a plan. 

That means you practice restoring your data from your backups, so 
you know for a fact that it works. It means you run short, one-hour 
tabletop exercises to rehearse your incident response plan. 

And it means you keep that plan to a single page, with the names and 
phone numbers of the people you need to call right at the top 
(Cyber Insurance Provider, IT Provider, Lawyer, Law Enforcement, 
etc.). 

• Separate Your Networks. 

Your network shouldn't look like one big open room. You need to 
put up some simple walls in there. 

At a bare minimum, you need to keep your guests on a separate Wi­
Fi network from your business. You should also put other less­
secure devices, like smart TVs and security cameras, in their own 
separate zone. 

This is what prevents a problem on a guest's laptop from spreading 
to your main server. 

• Manage Your Vend or Risk. 

A problem at your vendor's company can quickly become your 
problem. You need to sort your vendors by risk and focus your 
attention on the ones that are critical to your business. 

For those high-risk vendors, you need to require them to use 
unique, named accounts that have an expiration date. 

And, where possible, you need to use a simple security addendum in 
your contracts that makes them legally obligated to tell you if they 
have a security incident. 
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• Get Proof, Don'tjust Assume. 

You can't just hope that your security is working. You must check. 
This is the "show your work" habit. 

It just means you get into the routine of saving dated reports and 
screenshots each month as evidence that your controls are working. 
It's the report that shows all your laptops are encrypted. It's the 
screenshot that shows all your employees use MF A. And it means 
you make sure your written policies are short, simple, and match 
what you do in the real world. 

Last but not least... Security is a habit. 

This is the most important mindset shift you can make. Security isn't 
a project. A project has a beginning and an end. You don't "finish" 
security. 

It's a habit, a routine, just like doing your bookkeeping, managing 
your inventory, or locking up the office at night. It's a normal, 
ongoing part of running a professional business. It's made up of 
short meetings, small, regular adjustments, and a simple habit of 
keeping records. 

When you treat security like that, it stops being this big, scary, 
overwhelming thing. It just becomes a series of small, manageable 
tasks. You check your backups. You review who has access. You 
make sure your software is up to date. I say "you," but that can (and 
should) be handled by your IT Provider/ MSP. 

The real value of this routine shows when something eventually 
does go wrong. Because you have a plan and you've practiced it, 
your team can respond with a clear order of steps instead of 
panicking. 

They'll know who to call, what to do first, and how to keep the 
business running. That preparation has a massive, measurable 
financial impact. I already mentioned this, but I'll do it again to 
really drive the point home: IBM found that companies that 
regularly test their incident response plans save an average of $1.49 
million per breach compared to those that don't. And the same 
study found that companies with no formal tested Incident 
Response Plan paid 58% more per breach than those that were 
prepared. 
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ONE LAST THING BEFORE YOU GO 
If you've made it this far, nicely done. 

Most business owners never take the time to really think through 
cybersecurity and the steps needed to implement it properly. You've 
invested the time, and now you have a clear picture of the necessary 
steps to secure your business against modern threats. 

As a thank you for reading and taking your security seriously, I want 
to offer you a personal Reader's Bonus: a free, 30-minute advisory 
call with me. 

Sometimes, even after reading a book, you just need a quick 
conversation to make sure you're starting on the right foot. This call 
is a chance for you to ask me anything that's top-of-mind about your 
security. 

During our chat, we can focus on whatever is most critical to you 
right now. I can help you: 

• Prioritize the next one or two high-impact security habits for 
your business. 

• Figure out the single biggest low-hanging fruit security weakness 
you need to fix right away. 

• Get clear answers on any topics from this book that might still be 
confusing. 

To schedule your call, just reach out: 

Send me an email at: andy@ss-it.com 

Or call me at: 614-784-9738 

Thank you for reading, and I wish you all the best in securing your 
business! 

Regards, 

Andrew Fruechnicht 

Managing Partner, 

Singlesource IT 
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CHAPTER 14: 
LEGEND (JARGON DECODER) 

Welcome to the cybersecurity jargon decoder! 

I put this final chapter together to help you make sense of some of 
the most important and commonly used terms in the industry. It'll 
come in handy as you implement what you learned in this book and 
when dealing with IT providers, insurance companies, and vendors. 

S Authentication 
The process of proving you are who you say you are, usually with a password 
or code. 

SBotnet 
A network of infected computers controlled by a criminal to launch large­
scale attacks like sending spam or knocking websites offline. 

S Business Email Compromise (BEC) 

A scam where a criminal impersonates a trusted person via email to trick an 
employee into sending money or sensitive information. 

S Cloud Computing 
Using someone else's computers and storage over the internet instead of 
owning and managing your own. 

S Compliance 
The work you do to prove you are following a specific set of security or 
privacy rules required by laws, industries, or customers. 

S Cyber Insurance 
An insurance policy designed to help your business cover the costs of 
recovering from a cyberattack. 

S DDoS (Distributed Denial-of-Service) Attack 

An attack that knocks a website offline by flooding it with so much junk 
traffic that it can't respond to legitimate customers. 

S Encryption 
The process of scrambling your data so it's unreadable to anyone without the 
correct "key" to unscramble it. 
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S Endpoint Detection and Response (EDR) 

A modern version of antivirus that actively watches for suspicious behavior 
on your computers, not just known viruses. 

SFirewall 
A digital security guard that stands between your internal business network 
and the public internet, controlling what traffic is allowed in and out. 

S Incident Response 
The plan and actions you take to manage the aftermath of a security breach 
or cyberattack. 

SIP Address 
A unique address for a device on the internet, similar to a street address for a 
house. 

SMalware 
A general term for any software-like viruses, spyware, or ransomware­
designed to harm or disrupt a computer system. 

S Managed Service Provider (MSP) 

An IT company that you hire to manage your technology and cybersecurity 
on an ongoing basis. 

S Multi-Factor Authentication (MFA) 

A security process that requires more than one method of proving your 
identity to log in, like a password plus a code from your phone. 

S Network Segmentation 
Dividing your company's computer network into smaller, isolated zones to 
prevent an attack from spreading. 

S Patch Management 
The process of regularly updating your software and systems to fix security 
holes before criminals can exploit them. 

S Penetration Testing 
Hiring a team of ethical hackers to try to break into your systems to find 
security weaknesses before real criminals do. 

SPhishing 
A deceptive email, text, or message designed to trick you into revealing 
sensitive information or clicking a malicious link. 
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S Ransomware 
Malicious software that locks up all your files and demands a payment (a 
ransom) to get them back. 

S Remote Desktop Protocol (RDP) 
A built-in Windows tool that allows you to control a computer remotely over 
a network connection. 

SRisk 
The potential for loss or damage when a threat exploits a vulnerability in 
your business. 

Sserver 
A powerful computer that provides data or services to other computers 
(called clients) on a network. 

S Social Engineering 
The art of manipulating people into giving up confidential information or 
performing an action they shouldn't. 

S Threat Actor 
Any person or group who has the intent and capability to launch a 
cyberattack, from individual hackers to organized criminal groups. 

S Two-Factor Authentication (2FA) 

A security process that requires exactly two methods of proving your identity 
to log in, such as a password and a text message code. 

S VPN (Virtual Private Network) 

A tool that creates a secure, encrypted connection over a public network like 
the internet, often used for remote work. 

S Vulnerability 
A weakness or flaw in software, hardware, or a process that could be exploited 
by an attacker. 

S Zero-Day Exploit 
An attack that takes advantage of a security vulnerability on the same day it 
becomes known to the public, before a patch is available. 

SzeroTrust 
A modern security model built on the principle of "never trust, always verify," 
which requires continuous authentication for all users and devices. 
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